Automated System Level Software Testing
of Networked Embedded Systems

Malardalen University Licentiate Thesis 275

Per Erik Strandberg

AP W MALARDALEN UNIVERSITY
W SWEDEN







f; Per Erik Strandberg, the Test Expert

e 2017: Industrial doctoral student

* 2006 — 16: Work in “industry” e
* 2011-16: competence network Decision Making and Visualizations

Based on Test Results

In testing
* Certified tester (3xISTQB)

* Certified professional for
requirements engineering (REQB
CPRE)

* Employed full time at Westermo

Per Erik Strandberg at ESEM’18. Photo: Paivi Raulamo-Jurvanen
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Per Erik Strandberg, the Person

Selfie. Photo: Per Erik Strandberg
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Westermo

* Founded 1975

* 200+ employees

(Most in Vasteras and
Stora Sundby)

manufactures data
communications products
for mission-critical systems in
physically demanding
environments.
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Zi * Westermo designs and
=

N

Westermo Products. Photos: Westermo.
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c
* One software — Many products
* GNU/Linux + Open Source

* Proprietary 3’rd party libraries i
* Proprietary internal code N~
* Developed every day f \
* Tested every night \ T —
. WeOS | :—:«
Westermo Products. Photos: Westermo mwes_l_arm“
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1 Embedded System

* a3 dedicated function

e within a larger mechanical or
electrical system

Raspberry Pi Zero. Photo: Evan-Amos, Public Domain

* Typically: no mouse, keyboard,
monitor, ...

. KY/WesTermo
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Computer Network

* network
* nodes to share resources

The Internet (partial map as of 2005). Image
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_g Networked Embedded Systems

* |n our cities!

+ DDW-221 central redundant ring
. . . . i
with 140 point-to-point connections
to remote locations.

* 6 DDW-221 and 280 DDW-100
in total.

« Distances up to 12 km.

Network Amsterdam gas and energy distribution. Image: Westermo.com

AY/wesTermo
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_g Networked Embedded Systems

o ~
@ TR AY/westermo
& ¢ I n O U r C|t|e5 . Next generation high definition video recording

5 gigabit ports for high speed ring
+ up to three gigabit end devices

* [n our transportation systems!

i ¥
ﬁﬁﬁﬁﬁ

_e& Connect gigabit devices to the consist
ring. Record more cameras at higher

resolution and take advantage of the

latest wireless solutions at full speed

Train Network. Image: Westermo at YouTube

AY/wesTermo
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Networked Embedded Systems

* |n our cities!

* [n our transportation systems!

* |n our factories!

Industry/Factory Network. Image by Westermo.com

. KY/WeSTermo
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Networked Embedded Syste

* |n our cities!

* In our transportation systems!
* In our factories!

* In our homes!

SARTEST
106K

Remore Lock

Pet Pal Wifi Feeder



f; Networked Embedded Systems

* |n our cities!

* In our transportation systems!
* In our factories!

* In our homes!

* Inside our bodies!

Pacemaker inventor and Medtronic founder, Earl Bakken, transmits his own pacemaker data through

a smartphone app.

Screenshot from hospitalnews.com

AY/wesTermo
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Software Quality? Bugs?

e Quality shortcomings

e Johnson & Johnson warns
diabetic patients: Insulin pump
vulnerable to hacking, Jim Finkle,
Reuters, 2016 Oct 4

* Software Quality is Key!
* Testing is the Standard Method

Image from businessinsider.com

. KY/WeSTermo



https://www.reuters.com/article/us-johnson-johnson-cyber-insulin-pumps-e-idUSKCN12411L
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Software Testing!

Software testing

automatically
executing software
with custom hardware
to gather information

AY/wesTermo

“Bug” (a dog flea). Image: Wellcomelmages, CCA 4.0
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3. Testing Networked Embedded Systems
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Test Levels
o ~ [

/

A P - ==t
58 {55
s e / ..

Function File Library OS Device Test System Test Env.

* 0.2 ms/test case (Paper A)

* Right: System level testing
* 2 minutes/test case (Paper A)

.

>

;,g * Left: Unit level testing
=

N

bit devices to the consist % ]
‘ ring. more cameras at higher b
solution and take advantage of the
latest wireless solutions at full speed [ o | = m e Er n@

Test Levels. lllustration from thesis introduction.



O ¢
- Testing Networked Embedded Systems
~ « Devices within a larger system. Q;

* We need to test on real hardware.
* [3] Banerjee et al. (2016)

* [53] Ronsenkranz et al. (2015)

e [71] Wolf (1994)

* Build Test Systems

e KY/westermo
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A Westermo Test System
- ‘

* Devices Under Test (DUTSs)
* Run WeQOS

* PC Server (not seen)

* Cables

* Linkbreakers

* |0’s

* On a wagon (with wheels)

|
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A Westermo Test System. Image from Thesis Introduction.
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Firewall: A Typical Test Case

e DUT 1: Inside
e DUT 2: Firewall
e DUT 3: Outside

AY/wesTermo
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Firewall: A Typical Test Case

e DUT 1: Inside
e DUT 2: Firewall
e DUT 3: Outside

* Example of one “Mapping”,
on one test system
* 15 s/mapping (Paper B)
) KYJwesrermo
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 Westermo is doing well

* New HW products ©

* New SW features ©

* New SW development model ©
* Million outcomes/year ©

e Test all combinations? ®
 Who receives the information? ®

20

Automation Challenge 7
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Increasing Combinatorial Complexity. Image from Paper C



Motivation

* Test Automation Challenges, [69] Wiklund et al. (2017)

e Lack of time
* Test systems not available

e Automated/Continuous Practices, [56] Shahin et al. (2016)

* Exponential growth of information
* Lack of awareness and transparency

 This matches what we see at Westermo

N
3 ®
N KY/westermo
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Research Goal and Questions

Describe and improve upon
industrial automated system level
by software testing of networked
embedded systems.

1. Test selection
2. Test Env. Assignment

3. Information Flow

The Goal. Photo: Per Erik Strandberg

AY/WesTermo
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Research Goal and Questions

Describe and improve upon
industrial automated system level
software testing of networked
embedded systems.

1. Test selection
2. Test Env. Assignment
3. Information Flow

Select from 275 dots. Illustration: Per Erik Strandberg

AY/westermo



Research Goal and Questions

Describe and improve upon
industrial automated system level
software testing of networked
embedded systems.

1. Test selection
2. Test Env. Assighment
3. Information Flow

AY/wesTermo
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Research Goal and Questions

Describe and improve upon
industrial automated system level
software testing of networked
embedded systems.

1. Test selection
2. Test Env. Assignment
3. Information Flow

Abstract Information Flow. lllustration: Per Erik Strandberg

AY/westermo
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Methods/Algorithms/Tools

* |dentify a problem
* No time for testing
* Shortcomings in Mapping

* Implement a tool
* SuiteBuilder
* Mapper

Victorinox Huntsman in red. Photo: Victorinox.com

AY/wesTermo



Quantitative Empirical Studies

* Compare Before/After
* Measure Improvement
e 4 years of nightly test data

* 10000 mappings

Before and After. lllustration: Per Erik Strandberg

AY/wesTermo
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Qualitative Empirical Studies

C .
* Interviews Transcripts
* Transcription ‘ [:| | . ':ll ___________________
* Thematic Analysis ~ — — i S
* [7] Braun & Clarke (2006) — Ez | | Summary
* Also used scripts as aid P
= B‘,/"‘é'xtract relevant parts

* Overall guideline:
* [40] Lindker et al. (2015)

Scripted Thematic Analysis. lllustration: Per Erik Strandberg

KY/westermo
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Four Papers in Thesis

A: System Level Regression Test Selection

B: Test Environment Assignment
C: Decision-making and Visualizations

Information Flow

6 TEEE 2708 Dtconstcnal Syingesinn o Sollsse Bl Enpiose

Experience Report: Automated System Level Regression Test Prioritization Using
Multiple Factors

P Tk Strandbery”. Daiel Suimart|, Wasit Afral, Theomas 1, Outrsel and Elain ), Weysher!
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Decision Making and Visualizations Based on Test Results

Per Frik Strandbes Wasif Afzal Daniel Sundmark
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Why Publications?

* One publication peer review
* One kilogram ©-98
* One man-month —2—F —F—
° One |ine Of Code Publication EJuptgla()taet:j(;n (F;L:Jt;:lt;ar::a%n)
* One bug
Knowledge Knowledge

* One “like”

(updated)

. KY/WesTermo

Increasing Collective Knowledge. lllustration: Per Erik Strandberg



Paper A:
System Level Regression Test Selection

suite files configuration source code test
files repositories ~ Tesu Its

* Problem % EEERR Y =

* Nightly testing does not finish on time
 Manual work (and omitted test cases)

* No priority w
* Approach % {% = X\/

[ ) S u ite B u i I d e r to OI the SuiteBuilder prioritized suite test systems
d P”Orltlze tEStS Overall Data Flow in SuiteBuilder. Figure from Paper A
e Estimate time and stop

;:/'// //ﬂ/‘b 07

AY/westermo
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Paper A:
System Level Regression Test Selection

e Results

e Suites finish on time .
i fg
Q £
=
< &
Q
=
—
i " KYjwestermo
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Paper A:
System Level Regression Test Selectlon

Expected and Actual duratio

e Results
e Suites finish on time
* Find faults early

suite length in hours

Figures from Paper A

L 1 . P 2 efle. .8
0 100 200 300 400 500 600 700

2: Fail before (cleaned) 4: Fail after (cleaned)

fails
fails

0.0 0.2 0.4 0.6 0.8 1.0 00 0.2 0.4 0.6 0.8 1.0
normalized position normalized position



Paper A:
System Level Regression Test Selectlon

Expected and Actual duratio

e Results
e Suites finish on time

suite length in hours

<
* Find faults early 2
* Less manual work &
* Contributions | | 3
« Automated regression test selection T ™
ona system-level 2: IFaiI bgfore (pleangd) 4f Fail gfter (clleanecli)
* Solution integrated in nightly testing T o
* Industry-grade implementation o |1 o,
and evaluation £ h T W “
0.0 0.2 0.4 0.6 0.8 1.0 0.0 0.2 0.4 0.6 0.8 1.0

] 4 normalized position normalized position
N 46
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 Problem

* Approach

Performance (old solution)
Always the same mapping

Graph Theory: Subgraph
isomorphism problem

Search for a mapping
Reduce size of search space

Remember old mappings
and search for unused parts

Evaluate with 10000 pairs (17 test systems, 607 test cases)

AY/westermo



Paper B: Test Environment Assighnment

®) %103
O 2

- e Results £ 10

e Speedup x 80 "

10° 10! 102
Duration in seconds

[u
[e=}
S

[y
[e=]
w

Number of mappings
[EY
[en)

o
=] [

= —
[e=)

103

Duration in seconds

Figures from Paper B
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Paper B: Test Env. Ass.

* Results
* Speedup x 80

* Coverage:
from median of 33%
to 100%
in 5 iterations

10*

Number of mappings

Number of mappings

103 L

102}
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(a) 1 iteration. (b) 2 iterations.
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(c) 3 iterations. (d) 4 iterations.

4000

3000 -

2000+

Number of pairs

1000

oo o o Qo o Qo o o o9
- - R -

DUT coverage

(e) 5 iterations. mwes.l.ermnm

Figures from Paper B
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4000 - Anon -
Paper B: Test Env. Ass
p ¢ ¢ . é 2000 % 2000 -
104 . : : E Zﬁ
g 1O - 1000 -
glos ‘]¢¢¢=¢'¢¢'¢¢'¢¢' n¢=¢>¢¢>¢¢¢¢¢¢
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o Res u ItS E 102 DUT coverag DUT coverage
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8 101 (a) 1 iteration. (b) 2 iterations.
* Speedup x 80 o
Z 10° 000 o0 |
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Cove ra ge * Duration in seconds E 3000 ;"'; 3000
from median of 33%
to 100% 104 :z O - Zﬁ 1000 +
Ld . . %
In 5 iterations 5 10° 0 n
E 10?
e Contributi : (¢) 3 iterati (d) 4 iterat
On rI u Ions g 101 C 1erations. 1erations.
g
=
* Industry-grade Z 10| |
. . ; 10° 10! 10? 10° £ 000|
implementation and Duration in seconds g
. ,E 20000
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* First (?) publication with working solution n
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for test environment assignment

(e) 5 iterations. m“eﬂermnw

Figures from Paper B
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Paper C: Decision-making and Visualizations

e FOCUS Agile Software Development Release N+1

* How are visualizations made? Release N l>

Release Time
 What is the perceived value? P -
elease branch

 (In daily work, at merge time,
. Master branch
and at release time) Feature X

Merge

* Approach Feature Y

e Exploratory Feature Z
. . Daily Work
* Descriptive YR
° Embedded case Study Software Development in Branches. Modified from figure in Paper C

AY/westermo



area X - test case Y - branch Z
last 40 days, as of 2018-10-01 09:04

P C ° e Pass A Invalid Unloadable Unsupported
a e r @ Fail Unmappable Skip % Other

p L systeml 4 e ce - @ oo e o oo 000 L system 1
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system 3 4 ° e @e o ° ° ° *e s Q0 O@@® ¢ ¢ o [ system 3
Decision-makin T ol > veveennnsts [oramn,
system 5 -+ e o@e e o Q000 O@@®@@@® ¢ e o [system5
° ° ° system 6 -+ eeee 00 00 oo o @ LI 0000 ® + @+ [ system 6
system7 q e ° L] o0 LI Q0@ e @@®e o ¢ o [ system 7
and Visualizations SRR
system 9 A L) LI e e e Q00 0@@@® * o ¢ | system 9
system 10 A o e 0o o oo o0 0 00 () e e Q@ee@e @@ e e o [system 10
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e Results and Contributions spstem 12 < e+ e sasaen sl o c+ 0000000« u ¢ fspicm 12
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exploring test results.

.27

i

Y
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Paper C:
Decision-making
and Visualizations

e Results and Contributions

 Visualizations and scripts for
exploring test results.

* Positive/Negative

53
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Paper C:
Decision-making
and Visualizations

e Results and Contributions

 Visualizations and scripts for
exploring test results.

* Positive/Negative

* Experiences and Evaluation at
Westermo

* Six years of usage.
* User Stories (Appendix C)

A1k

i

A5

a4
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Paper D: Flow of Information SW Testing

* Question:

 What is the overall flow of
information in software testing?

AY/westermo
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Paper D: Flow of Information SW Testing
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Paper D: Flow of Information SW Testing

. . Process/Gate (6) ////
e Results and Contributions:

e Overall Information Flow Model

* Challenges
* Approaches Lk
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Flow of Information in Software Testing. Image from Thesis Introduction, modified from figure in Paper D
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Photo: Per Erik Strandberg
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Future Research AR
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* Improve Test Results Exploration ] LI - AR
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* Learn from Paper Cand D
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e Learn from others [6, 15, 18, 26, 42, 46, 47, 61]
 Combine implementation and evaluation

e Paper B: Test cases run in different ways over time?

* Flaky Tests

B 0

22/08 29/08 05/09 12/09 19/09 26/09

* Will it be harder to understand the results when...
e Paper A: Not all tests run (and not in the same order)?

AY/westermo
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Context

What are networked embedded systems?
Testing networked embedded systems
Research Questions

Research Methods

Research Contributions

Future Research

Looking back. Photo: Per Erik Strandberg
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